Alexander SPK. for Windows Avoid the High Cost of Down Time

How to Read a Windows
SPK Crash Report

in less than 1 minute

Resolving system level crashes (aka: blue screens) under Windows
has been difficult, if not impossible, for most users. This is because
the data needed to resolve crashes, as with all operating systems, is
cryptic, cumbersome, and few are trained to interpret it. The
Alexander SPK for Windows automates the recovery of the system
following the crash, analyzes the event, and reports the event and
cause to one or more systems administrators. All the administrator
needs to do is to read the crash file to see the faulty driver clearly
identified.

The following pages will walk you through some of the data
presented in the SPK Crash Reports.

Trademarks property of their respective owners.
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Application

The Application is what product
was running in User Mode. This
could be a word processor or
any such application with direct
access by the end user. User
Mode applications do not directly
cause system failures. For that,
move down to the Crash Driver.
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SPK Station namS@lmport” which reports
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wehile executing "prod UNgRExE".
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cantrol ofthe processar at the 8
makes itthe primary suspect.

drivar! +246
ttime o
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Sample : 3
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20020520232018 — 5Pk Log

20020523071550 Reading in repart Sample SPE. Report 1.axd. |

represents the year 2002, May

Crash Driver

The Crash Driver window displays the name of
the driver that failed while in control of the
processor. Since the system crashed running
code belonging to this driver, it becomes the #1
suspect. Ifitis a 3¢ party product, it is even
more likely to be responsible.

In this example, driver1.sys is identified
(Please note that this is a report from a real-
world crash event, however, many actual
product and company names were changed to
more generic vendor(n), product(n), etc.)

Most often, the driver reported in this window is
a3" party driver, however, if a Microsofte
driver is listed, then look at the stack
information to see if any third party drivers are
listed there (information on how to do this
appears further down in this report). It is rare
that the system will crash in an MS driver.

Remember that drivers operate in Kernel
Mode and Kernel Mode (as opposed to User

Mode which is where a word processor would
run) problems can cause complete system
failures. Even in the unusual case where it
(Crash Driver) turns out not to be the cause, it
remains that it was the code that actually
failed.
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SPK Center Glide
This window displays the names;l
i ofthe reparts that pertain to the
SPRSatian:— fimport selected SPK Station. The
sPK Center:  [5oan numeric string is based upon
Administrator: - the date and time of the crash
SaRE INick Charles event, thus, 20020523122318
Date/Time. |Thu May 23 07:11:58 2002 represents the year 2002, May
Diowntirme: |3 mmin, 52 sec 23,at12:2318
add | Ecit | Detete|| | Application:  [products.exe To view a Crash Repor, click on
Crash Driver: one ofthe files and the SPK
SPK Station {270 \PROGRA~11COMMON~1wendor1 120020521016 Manager's central working area
\driver! sys il changefrnm_swnch settings
SOOTT Timestarmp: Tue Feb 26 14:38:48 2002 (3CREd 1o crash report displaying the

ARG Crash Driver Information

SPk Station named "lmpad" wine
Center"scott’, crashed an Thu May 2

wihile executing "product.exe”. By scrolling through the window you will
The fact that driver "driver! sys {driver1 +245 aI§o see the exaCt, Iocaﬁon on the hard X
control of the pracessor atthe exacttime ofRCLOACALLE CRUEKC VT ER (ol (=T AW o (el s RWY1I]
makes itthe primary suspect usually also tell you the vendor name (in
this case a company called vendor1)
and what date stamp it has.

Brief analysis:

Optinns: Make Report| Contast Info| Show Detaild

iple

20020523122318
20020520232018 RS Y
20020523071550 Reading in repart Sample SPK. Report 1 axd... Done
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SPK Center Glide
This window displays the names;l
i ofthe reparts that pertain to the
SPK SN impor selected SPK Station. The
sPK Center:  [5oan nurneric string is based upon
Administrator: - the date and time of the crash
SaRE INick Charles event, thus, 20020523122318
Date/Time. |Thu May 23 07:11:58 2002 represents the year 2002, May
Diowntirme: |3 mmin, 52 sec 23,at12:2318
add | Ecit | Detete|| | Application:  [products.exe To view a Crash Repor, click on
Crash Driver: one ofthe files and the SPK
SPK Station Irmage path: o] Manager's central working area
12210 PROGRA~1COMMON~1 vendor 120020621 016 will change from switch settings
idriver! sys — to crash repor, displaving the
SCOTT | data specific to the selected
Report Summary: crash event.
SP Station named "lmpai" which rep NG to SPK il
Center"scott’, crashed an Thu May 23 0753 2002
while executing "product3. exe”.

Vendor Information

This is where the driver that crashed resides on the machine. You
will notice the vendor name vendor1. If this is a 3" party vendor, =l
then these are the people to report to. In the case of every third

iple

20020523122318 B: party driver, they are almost guaranteed to be at fault. The

20020520232018 N o : A
0000915095336 ! |ikelihood that they can prove their innocence is low, especially in -
20020533071550 light of the incriminating data presented in your crash report.

They would be hard pressed to argue with you because this data
is based upon debugging level technology: it’s like trying to argue
against a photograph of their hands in the cookie jar. Actually, 3
party vendors like seeing these reports because it greatly
simplifies bug resolution.

You will find that most crash events will look like this.
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Alexander SPK™ System Protection it

SRk Center

3P Station:

SPK Center:

Administrator: Mick Charles

DatedTirme: Thu May 23 07:1

Diowrtirne: 3 min, 52 sec
Er | Edit |De|ete| Application: praduct?.exe

Crash Driver:
hriveﬂ LSS (driver! +258703)

SPK Station
Import

ScOTT hde57000 bdeeB440 driver

Report Summary:

Copwright 1850

Report Summary

The Report Summary window describes the crash
event in somewhat human terms (that is compared to
pure debugger work which is how the SPK gets it for
you). It describes exactly what happened, what OS
version and patch level is on the system, who the
primary suspect is, as well as who the secondary
suspects are.

If the Crash Driver reported is a Microsoft driver, then
the names of the other drivers on the stack become
crucial because one is likely the actual culprit.

SPK Station named "lmport” which 1
Center"scotft’, crashed on Thu May
while executing "product3. exe”.

makes itthe primary suspect,

Brief analysis:

The fact that driver "driver!.sys (driver! +257c8)" wasg in
contral ofthe processor atthe exact time of the event

= to 5Pk
B 11:58 2002

3

Options: Make Report| Contact Info| Show Detaild =
20020523122318
20020520232018 _SPK.LDQ
2000091 5095336 Read!ng !n report 20020523122318.axd... Done ;l
20020523071550 Reading in repart Sample SPE Repoart 1.axd... Done
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SPK Center

add | Ecit | Delete|

5P Station

Import
SCOTT

iple

20020923122318
20020520232018
20000914095336
20020523071550

Module "driwer2™ bhefore "Ox257c8"™
Module "driwer2™ bhefore "Ox262£4"
Module "driwerZ™ before "0Oxlbbib™
Module "driwerzZ™ before "0Oxl15121"
Module "driwer2™ bhefore "Oxale™
Module "driwerl"™ before "0x70es"™
Module "driwerl™ before "0Oxldbc®™
Module "driwerl'™ before "OxleOab™
Module "driwerl™ bhefore "0Ox1d4375"
Module "driwerl”™ hefore "Oxldlez"™
Module "driwerl™ before "0Oxg52"
Module "driwerl'™ bhefore "Ox2426"
Module "driwerl™ bhefore "0Ox20b™
Module "driwerl™ before "0Oxlcd25™
Module "driwer?" before "Eventlbject
ChildEEF Fetidddr Args to ChilW
870cd630 §0468%af 00000000 eSh3e0d3
§70cd630 bde?c7cd 00000000 eSh3e0d3
g70cdéec bde7dZf4 eShidebd 870cd7ec
§70cd?30 bde7Zb5b §Y0cd7éc 00000000
870cd?50 bdebcl?l §70cd76c e2279fec
870cd?bc bdeS7a%e bdf0ca?0 00000170
OptiDr‘lS: I ake Reportl Cantact Info
_SPK Log

Reading in report 20020523122318.axd... Done
Reading in report Sample SPE. Report 1.axd... D

Stack Information

By scrolling through this screen you will see
all drivers that were on the stack at the time
of the crash. In this case, driver2, driver1,
and then driver7 were active on the stack. In
the actual crash event that this report was
taken from, all three of the drivers listed here
were from the same vendor and were part of
the same product.

If the main SPK Crash Report Window listed
a Windows module as causing the crash,
and this Stack Report Window showed more
of the same, then it becomes crucial to see
any 3" party drivers that were active on the
stack. Note that the stack grew downwards,
therefore driver7 was active after driver1 and
driver2.
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Systen Driver and Image Summnary -
Baze Code Size Data 5i=e Image Namne Creation Tinme
50400000 13d47c0 (1270 k) 54900 (375 k) ntoskrnl.exe Fri apr 13 18:06:33 2001
0062000 10led | &5 k) 3dcO | 16 k) hal.dll Tue Nov 25 23:34:11 2000
£5510000 1760 | 6 k) 1000 { 4 k) BOOTVID.dll Wed Now 03 20:24:33 1939
bLEFAS000 21£00 | 136 k) 59%a0 | 23 k) ACPI.=zvs Wed Oct 25 16:5%:00 2000
£59cs000 740 | 2 k) el [ 2 k) THMILIE.3¥3 3Sat 3ep 25 14:36:47 1999
: £6400000  bfdl [ 48 k) Z22el [ 9 k) pri.sys Thu Mar 01 19:38:34 2001
Add | Edit |D9'ETE| £6410000 Saal { 39 k) 1900 { 7 k)  isapnp.sys Mon Aug 28 01:40:00 2000
f£E59c9000 320 [ 1K) 520 [ 2 k) oprciide.sys Mon Aug 28 01:39:25 2000
SPI Station 6680000 42e0 [ 17 k) eS80 { 4 k) PCIIDEX.5Y¥S Mon Aug 25 0l:39:25 2000
Impart £668E000 64e0 ( 26 k) ad40 { 3 k) MountMgr.sys Mon Aug 28 01:42:41 2000
SCOTT bEfbhO0O  192c0 | 101 k) 2b00 { 11 k) frdisk.sys Mon Now 22 14:35:23 1999
£6900000  12e0 [ 5 k) 640 [ 2 k) Diskperf.sys Thu Sep 30 20:30:40 1999
£5902000 dso | 4 k) bdd [ 3 k) dmload.sys HMon Aug 25 01:42:29 Z000
bLE£S9000  1a720 | 106 k) o6cd0 [ 28 k) dwio.zys Mon Aug 258 01:42:30 2000
£5514000 21al | 9 k) 720 [ 2 k) PartMgr.svs Thu Oct 14 20:59:16 1939
£5515000 30e0 [ 13 k) a2l [ 3 k) cpgarray.sys Wed Feb 07 14:49:25 Z00l1
bE£s7000 £4z20 [ 62 k) Z23a0 ( 9 k) 3ZC3IPORT.SY3 Fri HNow 10 21:5Z:30 Z000
BE£72000 1le8d { 72 k) 2c20 ( 12 k) atapi.sys Thu Sep 14 22:18:07 2000
f651c000 3120 [ 13 k) c00 [ 3 k) symcsSl0.sys  Sat Sep 25 15:11:49 1999
6420000  bdO0 [ 48 k) 3c40 [ 16 k) cpg32fs2.sys Mon Nov 05 16:47:06 2001
£6430000  74e0 [ 30 k) 980 [ 3 k) lponds3S.sys Mon Aug 28 04:01:34 Zo0d
£5630000 4520 [ 18 k) lad0 ( 7 k) symefxx.svys Fri Mar 30 12:01:54 2001
fE698000  3e20 ( 16 k) 10al [ 5 k) sym_hi.sys Sat Sep 25 15:11:49 1999 J
-
Optinns: Make Repor@Qhntact Info| Hide Details| CrBies stas Analysis |
= e o
20020523122318
20020520232018 RS Y
20020523071550 Reading in report SampledP K. Report 1 axd... Done j
-

Drivers and Process Report

This report shows all drivers and

processes that were active when the
system crash occurred. Details include
memory address, code size, data size,
driver name, as well as the date and time
stamp.
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